Tempered Networks’
New |dentity Networking Paradigm

The Cure for IT Risk, Cost, and Complexity —
unified secure networking made simple

Jeff Hussey
CEO
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AGENDA

A New ldentity Networking Paradigm

- Freeing IP from a role that was never meant - the cause of complexity, insecurity, cost, and inflexibility

Tempered Network’s Approach

* An identity-first architecture with simple and instant policy orchestration

The Outcomes:

- Accelerate provisioning by 97%. Reduce the attack surface by 90%. Reduce complexity and cost more
than 25%

Getting Started:

« Simple and fast options to show Proof of Value (PoV)

TEMPERED ©
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Tempered Networks’ Identity-Defined Network (IDN)

It’s never been possible, until now

Qi L ONE-CLICK INSTANTLY CONNECT,
Significant reduction in capex & opex SEGMENTATION: MICRO, DISCONNECT,REVOKE NEW HOST IDENTITY

MACRO, CROSS-REALM NAMESPACE

« Dramatically reduces business risk

. . ) MOVE ANY IP RESOURCE INSTANT VERIFIABLE
+ Simple and instant orchestration for g ggaLLyY NO CONSTRAINTS. FAILOVER
any connected “thing,” anywhere, CLoAK NP ‘
anytime ‘

+ Unifies networking and security -

TEMPERED ©
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Reduce time to provision

BEFORE AFTER

TEMPERED TEMPERED _
Secure networking

Week 7 GO LIVE! time reduced by

Implementation Review and
Sign-Off by InfoSec

Week 5 Implementation of Design by o
Network Ops o

Week 6

Week 4 Approval of Design

by InfoSec
S - Design Submitted to InfoSec Resource added with explicit

for review and approval o

PP trust segmentation, cloaked

Week 2 Design for Routing, Firewall, and encrypted communication.

VPN, and Switching Policies

Deployed by NetOps and easily

Week 1 Ticket submitted to Network Ticket submitted to Network .

IT for new resources addition GO LIVE! team for new resource. verified by InfoSec.

to corporate network. ' InfoSec approved.

Day 1 |




Traditional Networking is Complex, Costly and Fragile

Data EEE — Users I:I D Gateway & — ::::: i E—— | | uUsers

Center
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g “We didn’t focus on how you could wreck this (IP) system
Seree L1~ — intentionally... getting this thing to work at all was non-trivial.”
g_ — - Vint Cerf, Washington Post, November 2016
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Flawed identity, only complexity. Unsustainable.

Network and Security Policies
USE IP ADDRESSES as IDENTITY @

DNS and routing Routing policies,
updates for failover VLANSs and

ACLS overhead

0 o
|

0 -
1

Use IP addresses as identity for policy— Complex firewall and VPN access
This is the root cause of complexity, networking rule sets controls for each
network security vulnerabilities, poor segmentation, network

and lack of mobility ... per networked “thing”

(c N x rn) X pi =y* (clients x resources) x (net & sec policy) x updates = complexity

TEMPERED o *Inspired by, “An Attack Surface Metric,” Dr. Pratyusa K. Manadhata, Member, IEEE, and Dr. Jeannette M. Wing, Fellow, 6
NETWORKS IEEE, IEEE Transactions on Software Engineering, 2010



A new ldentity Networking paradigm is required

Internet 2.0 — Internet 3.0 —
“Network everything” “Network ONLY CRYPTO-IDENTIFIED things”

AVOIEREL (BT RAR [P Address: Port Application Host Identity Tag: Port

IP Address: Port Transport Host Identity Tag: Port

Transport (L4)

fo@secue Host Identit Host Identity
Network (L2-L3) IP Address sl y Protocol (HIP)
private Internet

k
Link (L1) MAC address Networ IP Address

MAC address

TEMPERED ©
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Identity-Defined Networking (IDN) — the way forward

Securely network and orchestrate any thing, anywhere, anytime - instantly.

Tempered Networks’ IDN Conductor

Control based on unique crypto-identity for every networked thing. Seamless deployment, simple policy
orchestration and enforcement based on identity. Securely connect, cloak, segment, revoke, move,
failover and revoke instantly within the IDN’s encrypted fabric.

v
HIPchip \
PoS / ATMs

v v
HiPservers HiPclients
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|

IP cameras
Medical devices

IDN Fabric — Trusted. Cloaked. Segmented. Encrypted.
IEETMgeEKBED o Public / Corporate Network (No Identity. Untrusted. Unmanageable.)



Flexible and Pervasive: ldentity-Defined Networking
Solution

Tempered’s HIP Services The IDN Conductor
/ IDN Endpoints Architecture

Connected Endpoints

Q @ (F’hys\cal,t/'i!fals,:l(i;cg?sateway) @ — Device Identlty Authorlty

Identity-Defined (ID) Routes

HiPclient

(Windows, OSX, Linux) I

& IDN Topology

HIPmobile Tempered Neworks Conductor Policy, Device,

(i0S, Windows, Android) & Group Database

(Windows, Linux, BSD) - . & Segmentation
Distribution (Connect, Disconnect, Provision, Revoke)

: 6 > HIPserver Policy Device Trust Membership

Network Overlay

Orchestration é } & Trust Segmentation

H Connect, Disconnect, Provision, Revoke;
} Engine ¢ )

(Software library for embedding in mobile,
10T and server -based apps etc.)

O

HIPchip Secure API
(Embedded plug-in for custom hardware, End t Activit (Intergration with user auth services, security
T} IP cameras, modems, |OT sensors etc. ) ndpon ctivity and network monitoring platforms)
& Shared

IP-Layer State

Any networked thing can be joined to the IDN’s secure and mobile fabric
TEMPERED o creating a unified and common architecture spanning nearly all environments.

NETWORKS




Unique Identity-Defined Overlays (IDO) and Virtual Trust Segments (VTS)
Macro and micro-segmentation is based on unique host identity and every IDO is cloaked and hardened.

Allowed VTS connectivity and communication is explicit, non-traversal, encrypted and verifiable

EU DevOps VTS
Korea DevOps VTS
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The New Identity Networking Paradigm

Driven by Outcomes

Reduce networking Increase in network Decrease IT Make 100% of your
and resource and security team CapEx and OpEx connected IP
provisioning time productivity costs up to: resources invisible

up to:

97% 25% 25% 100%

Improve time to Decrease failover
Reduce attack e . .
surface up to: mitigation, rgvocatlon, ar)d disaster rlecovery
' and quarantine up to: times to as little as:

900/0 SOOA) 1 Second

TEMPERED ©
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Deploy anywhere — Create a Unified Fabric
Connect, protect, and disconnect any resource anywhere, anytime — instantly.

Any Environment Any Connectivity Medium
ENTERPRISE Ethernet | Cellular | Wireless | Radio | Serial over IP
PRIVATE CLOUD NETWORKS
PUBLIC CLOUD | WAN & LAN  REWOTE LOCATIONS Available in Cloud or Physical

CONDUCTOR

CENTRALIZED
Any Form Factor ORCHESTRATION

e y rT—
|: OGS R :' o Virtual HIPswitc h
B PoE
IDENTITY-ENABLED GLOUD IDENTITY-ENABLED SIEMENS RUGGEDCOM  SWITCH

IDENTITY-ENABLED HARDWARE & HYPERVISOR PLATFORMS CLIENTS & SERVERS IDENTITY-EMBEDDED MODULES




Use Cases

“NETWORK VIRTUALIZATION &
« ORCHESTRATION -
SEGMENTED (QUARANTINED
VEND(;R NET” ) “EFFORTLESS SEGMENTATION, RAPID PROVISIONING”
ENCRYPTION, AND IP MOBILITY”

“INSTANT DISASTER RECOVERY,

SECURE MACHINE TO “CLOAK AND PROTECT REVOCATION & QUARANTINE”

MACHINE COMMUNICATION LEGACY SYSTEMS”
“NETWORK AND IP RESOURCE
CLOAKING”
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Rapid Network Provision | Cloaking | Segmentation

- Auto-discovered devices

- Create trust relationships

- Explicit segmentation, non-traversal ATMssmem;SystemA
- Kiosks in Seattle are invisible to ATMs ’._.
L0nd0n essing - Dt Center 1: System B

ATMs London

- No connectivity or communication
between any untrusted systems in the

IDO
Trust  Device name IP address MAC address HIPservice
® » & ATM Processing - Data Center 1: System A 86
® » & ATM Processing - Data Center 1: System B 86
O » & ATMs London 8554
.rEMPEED o ©® » & ATMs Seattle 5320

NETWORKS



Dynamic Networking with Failover

- Global or “micro” failover

- Failover can happen < 1 sec btw DCs
or resources

- Overcomes DNS and routing
convergence limitations

- Host Identity Tag (HIT) can be bound to AT P - D o : Sy
|IP address
Trust  Device name IP address MAC address HIPservice

O » & ATM Processing - Data Center 1: System A 86
® » & ATM Processing - Data Center 1: System B 86
® & ATM Processing - Data Center 2: System C 10.10.10.5 BHI@40130#B6D6D8A4AD92
® » & ATMs London 8554

TEMPERED o ® » & ATMs Seattle 8320
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Instant Revocation and Quarantine

- Instantly isolate or revoke a device or

system '
sing - Data €enter 1: System B
- Avoid having to update VLANs, ACLs, ATMS LBndon
VPN pOIICy and Cert managementi FW ATM Processing - Data Center 2: System C
policies
ATM_01_Seattle Forensic Lab Network
Trust Device name IP address MAC address HIPservice
8 ATM_01_Seattle 10.20.10.9 BHI@40130#B6D6D8A4AD92
® » & Forensic Lab Network 82
Trust Device name IP address MAC address HIPservice
O » & ATM Processing - Data Center 1: System A 86
® » & ATM Processing - Data Center 1: System B 86

& ATM Processing - Data Center 2: System C 10.10.10.5 BHI@40130#B6D6D8A4AD92

TEMPERED ©
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The Singular Root Defect

That affects all IP security and networking

IP Addresses are used as Network and Device Identity

. Hacker reconnaissance & fingerprinting via TCP/IP stack

. Listening TCP/UDP service ports

*  All networking and security products use IP addresses for
policy

Large Attack Surface

. IP, TCP/UDP Attacks: every connected thing is an entry point
+  East/ West lateral movement

+  ACLs and VLANs = segmentation

Lack of Mobility and Instant Failover

* Policies tied to IP - creates inflexible mobility
* IP conflicts

«  DNS TTL and Routing Convergence Delays

Field Technicians
Networking and Security Costs Remote Employees

Corporate Network & Resources

Device 1

192.168.10.

0 Device 11
10 192.168.10.11

Device 12
192.168.10.12

192.168.20.1

* Many distributed, complex VLAN, ACL, VPN,
firewall policies
+  Controlling network routing

* |IPsec VPN cert management, connection limitations, L \ L \
E:ulover 'SS;J?S caon” firewalls desloved on inter Device 20 Device 21
xpense of “next-gen” firewalls deployed on interior 192.168.20.20 192.168.20.2°
TEMPERED © Remote Unmanaged Network

NETWORKSE’

192.168.10.1

&

WAN / LAN

192.168.30.1

192.168.30.30

Device 30 Device 31
192.168.30.31

Device 32
192.168.30.32

Remote Site Managed Network




How we do what we do

IDENTITY-DEFINED

SIMPLE POLICY-BASED
ORCHESTRATION ENGINE

FAST, FLEXIBLE DEPLOYMENT OF
IDN ENDPOINTS (HIP SERVICES)

OVERLAYS

EVERYWHERE

VIRTUAL TRUST
SEGMENTS

SOFTWARE- DEFINED
SEGMENTATION

HOST IDENTITY
NAMESPACE

HOST-BASED
CRYPTOGRAPHIC IDENTITIES
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A New ldentity Networking
Made Simple

Unique Host Identity Approach

* Host Identity Protocol (HIP): IETF ratified April 2015

» True SDN overlay -little to no changes to network, securi
applications

* Unshackles IP from serving as identity - frees IT from co

* In production since 2006

Rapid Provisioning, Revocation, IP Mobility and Failover
+ Effortless segmentation & cloaking

» One-click orchestration to connect, disconnect, move or failover any

“thing”
* Less than 1 second failover between any IDN endpoint
* Build ID overlays (IDOs) on-demand based on situation

Slgnlflcantly Reduced Attack Surface
No trust? No connectivity. No communication. No data.
* VLAN "segmentation” traversal is now impossible.

Paradigm

ty, or Conductor

mplexity

192.168.20.1

Field Technicians
Remote Employees

CLOAKED, SEGMENTED & MOBILE

Corporate Network & Resources

Device 11 Device 12

——| Device 10

192.168.10.10 192.168.10.11 192.168.10.12

HIPswitch
192.168.10.100

+ Based on explicit device trust- all systems are invisible
+ 2048 bit Identity-Based connectivity, AES 256
encryption by default

Lower Costs, Simpler Environment
+ CapEx and OpEx decrease
+ Eliminate or reduce interior “next-gen” firewalls, VPNs,

10l ~[0]
AR

Device 20 Device 21
192.168.20.20 192.168.20.21

Device 30 Device 31 Device 32

complex policies, ACLs, VLAN complexity, cert mngt

TEMPERED ©

NETWORKS

PROTECTED, SEGMENTED,

ENCRYPTED, & MOBILE

192.168.30.30 192.168.30.31 192.168.30.32
Remote Site Networks & Resources

CLOAKED, SEGMENTED, & MOBILE




Conductor’s “Visual Trust Map” — Instant Verification

® O ® | O conductor - Kiosk-West b x

Marshal
€« C' [ localhost:3000/app#/networks/81 QO 2 = q q . .
‘ Visualize trust relationships
Conductor between HIP Services and
whitelisted endpoints
Overlay Networks P
Devices Visualization Timeline HIPservices m Disabled Info Edit Settings
No description
Network display [ Save positions % Restore positions Refresh o+ Fit ©® O ® | ©conductor - Ful Mesn et x
Mooy | € C'  [) localhost:3000/app#/networks/25
a Untagged traffic
Data store 3 a Tagged traffic Conductor
Kiosk 17
a a | Overlay Networks
PoS 12-9a Kiokk 13
a Recent activit Devices  Visualization ~ Timelne  HiPservices m Disabled Info Edit Settings
Canl;%ﬂm o a8 | Kiosk to corporate network
Kiosk 14 Network display [ Save positions % Restore positions  C Refresh <+ Fit
| VLAN traffic rules
KKE o a " No recent activiy. ) Untagged traffic & Allowed
Kiosk 19 w.ven& 74 | . K& Tagged traffic & Allowed
a & | Ware&ﬁ%z“ <l | “ \ Allowed tags All tags
Kiosk 102 Warehouse 7-2 People 4 ¥ / TN\
P I o o = = N wﬁn
Cop 28 KNS& Local Administrator | [ L 1% Sl X ‘ Recent activity
Corporate Facities S | K‘$ O = N—o~_ & ) /N Send ema notfications | No
Warehouse 8-1 N, vV
X = No recent activity.
N \ Kisk 4
Position dynamically N \
X p< ) 7 /
T SR @/ People Upaate

w:m-‘cmsef SN TS\
N/ —& Local Administrator Manager
- Kiosk 19

Corporate Facilities

Posh ically



Availability, Status, Configurations, Versioning — Know the State

 ® O ® O conductor- Dasnooars  x

«>cC

Dashboard

HIPservices online

14/ 15 online

HIPservices
HiPservice ~

BHI@40130#2001
© BHI&@40130#2001

BHI@40130#2003
© BHI&40130#2003

BHI@40130#2004
© BHI@40130#2004

BHI@40130#2006
© BHIG40130#2006

BHI@40130#9999
© BHI@40130#9999

Crawler 1 ISA
© BHIZ4013041001

Crawler 2 ISA
© BHI®40130#1002

[3 localhost:3000/app

Conductor o

%

AS

HIPservice model

SimpleConnect-Win |
HIPswitch-100w
HiPswich-200g ‘

HiPswitch-100¢ h

HiPapp V
HiPgwitch-200w - A
HiPgwitch-

Model

HIPswitch-100e
v1.9.0

ISA-300
v1.9.0

HIPswitch-100v
v1.98.0

ISA-300
v1.9.0

HIPswitch-100v
v1.11.0

HIPswitch-100v
v19.0

HIPswitch-300
v1.83

Status

# 192.168.0.9
# 192.168.0.11
# 192.168.0.12
4

HA: Primary
# 192.168.1.99

# 192.168.0.1

# 192.168.0.2

vi.11.0
, HIPgwinch-100v
Vi e

v

183 h
Vi v
vigi

)

HIPservice version

v1,120

Hoal%

LEa0%
LHLEa0%
QHA

HBa0%

&Hoe %

&HB8U%

- v1.9.0

Recently used list
No recently used items

Overlay Networks
Name
Automation Network
Facilities Network
Datacenter Network 3
Quarantined Devices
Device Mesh Network
Kiosk-West Network
Kiosk-East Network
IP Cameras

Lab Test Network

HIP Services:
Activity
Models
Versions
Static or dynamic config
Current |IP address
Gateway
DNS server
Custom routes
Link status
Port configuration [if
available]

Users may now check which HIP
associations (secure tunnels) exist
on a HIPswitch and check available
bandwidth as well for availability and
sizing understanding.



Connectivity State —

Obtain Cellular Data, Check Availability of HIP Services

HIPswitch - 101g-A1

HIPswitch Local Devices Ports Reporting Diagnostics

Shared network Port assignment

Port 1 (Shared network) configuration

Interface configuration:
Current IP address:
MAC address:

MTU:

Cellular configuration

Provider:

Access point name (APN):
IMEI:

IMSI:

ICCID:

MSISDN:

Cellular modem:

Signal strength:

MAC address:

MTU:

DHCP

48:06:6a:02:04:a7
Default

AT&T

broadband
359225050638451
310410850283617
89014104278502836176
12062941504
sierra-mc7354

b2:0b:1d:d8:0a:a8
Default

HIPswitch - SCAPI-HS100V-01

HiPswitch ~ Reporting  Local Devices  Shared Network  Diagnostics

Data capture Check connectivity Secure tunnels

Local device connectivity

Check if devices that are protected by this HIPswitch respond to ping requests.

Ping all Devices

Device name IP address
10.5.9.30 10.5.9.30

API TEST DEVICE 130 10.5.30.130

Ping status
v
A




Reduce time to provision

BEFORE AFTER

TEMPERED TEMPERED _
Secure networking

Week 7 GO LIVE! time reduced by

Implementation Review and
Sign-Off by InfoSec

Week 5 Implementation of Design by o
Network Ops o

Week 6

Week 4 Approval of Design

by InfoSec
S - Design Submitted to InfoSec Resource added with explicit

for review and approval o

PP trust segmentation, cloaked

Week 2 Design for Routing, Firewall, and encrypted communication.

VPN, and Switching Policies

Verified by InfoSec.

Week 1 Ticket submitted to Network Ticket submitted to Network

IT for new resources addition GO LIVE! team for new resource.

to corporate network. InfoSec approved.

Day 1 |




Our Customers Increase Productivity

Because time to provisioning and
attack surface is reduced...

* They can now focus security efforts on what else really matters
o instead of managing certificates, complex FW rules, ACLs, and
o VLAN “segmentation” playing whack a mole.
* Greater focus on new network designs and policies that improve
quality of service, monitoring and uptime, not figuring out how to

Increase in network provision new resources.
and security team
productivity  Simpler and faster way to test and verify disaster recovery and

failover at a macro and micro-service level with minimal
disruption — no more 2 am change windows thank goodness.

TEMPERED ©
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and Decrease |IT Expenditures

Simplify, unify, replace, and reduce. Identity-defined networking (IDN) allows
better offloaded segmentation, connectivity, access, and encryption reducing

capex cost and complexity. Unconstrained provisioning, mobility, instant
revocation and failover lowers opex.

BEFORE TEMPERED AFTER TEMPERED

o{ VPN

Router/Switch
I'&l “segmentation” overhead

25%

Decreased IT CapEx
and OpEx costs

=== Internal Firewall deployments
== “segmentation” &
management

] ivi
[—] Server connectivity, controls,

E security, mobility, failover

TEMPERED ©
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Cloaking makes 100% of Connected IP Resources Invisible

BEFORE TEMPERED AFTER TEMPERED
* |IDN is the only technology based on
e the Host Identity Protocol (HIP).
Unique device identity is native to
networking; simple to orchestrate.

|
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No other solution on the market can
can be implemented as quickly, with
little to no disruption

e ———
e e
G

|

|

\
(i)
)
|

)
)

Remote
Worker

* Unlike others, IDN can be deployed

across all environments -physical,
virtual, cloud, mobile, or embedded.

Site 1
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Reduce the Attack Surface

Attack surface reduction allows greater security focus and depth on the other
areas Tempered Networks doesn’t address, like endpoint or code-level security.

BEFORE TEMPERED AFTER TEMPERED

Up to:

90%

Because of cloaking,
identity-based
segmentation, non-
traversal, automatic
encryption, and instant
revocation.

TEMPERED ©
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Improve Time to Mitigate, Revoke, and Quarantine

By:

50%

Time to mitigation,
revocation, and
quarantine is improved

with greater confidence.

TEMPERED ©

NETWORKS

Revocation of any resource within the IDN fabric is one
click or an automated API call from a security analytics
system. It can happen instantly, is verifiable, and
permanent - until you say otherwise.

Even if a user’s credentials were stolen and still valid, if
they’re not on an authorized device — no access.

The alternative? Complexity. Check all VPNs, Firewall
rules, ACLs, and directory services. Analyze other policies
to ensure that system is in fact quarantined or revoked.




Decrease Failover and Disaster Recovery Time

* Every IDN endpoint or HIP Service is based on
T unique host identities, not an IP address or host
W5 "y, To as making IP-based failover ‘'mobile.’

- little as: _ _ ,
s * Failover can be applied from an entire
< = datacenter (represented as a unique host
. identity), down to a container (represented as a
unique host identity).

i B 1 Second * If one goes down in the IDN fabric, a simple
automated API call or one-click manual update
to the fabric will reconnect instantly to the

FEENTER EIE [R5 designated IDN failover endpoint.

Recovery times
reduced to as little as
one second.
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Secure Networking Made Simple

Global Orchestration and Trust-Based Unique
Network Provisioning s’ Cryptographic Identities (CID)

* Host Identity Namespace - Global IP Mobility * Prevent IP Address Spoofing and MiTM attacks
* Dynamic Device-Based Traffic Management * Assign IDN Endpoints and Networks an Identity
* Instant Failover * Encrypted Fabric Extends all the Way to

IDN Endpoints

* Automated (API-driven) or Manual Control
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The Cure to IT Complexity

@ Visual Orchestration Simplifies,

o
Reduces Complexity & Errors @ Reduces CapEX and OpEx as much as 25%

* Unified single-pane-of-glass management * Build secure segmented networks instantly
* Rapid point and click trust-based segmentation * Eliminate errors caused by complexity
* Centralized governance, compliance, and * Faster and most cost-effective failover

olicy enforcement
policy * Simplified auditing and access control
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Tempered Networks Solution —
control any connected thing, anytime, anywhere

Integrates unique device identity from the start

Instantly connect, cloak, segment, revoke, move, or failover

Fast deployment. Simple policy orchestration. Non-disruptive.

Provisions secure networks and resources rapidly

@A0®
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Next Steps (Examples Only. Sales People Tailor to Prospect)

Schedule a 30 Send IDN Schedule 30 Other?
minute quick Whitepaper — 60 minute
overview and and slide meeting to
demo with deck for discuss and
additional further document
stakeholders research PoV Success
Criteria
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Thank youl!




