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“Implement industry standards and best practices, don’t rely on

compliance.”

A comprehensive cybersecurity program leverages industry standards and best
practices to protect systems and detect potential problems, along with processes
to be informed of current threats and enable timely response and recovery.
Compliance requirements help to establish a good cybersecurity baseline to
address known vulnerabilities, but do not adequately address new and dynamic
threats, or counter sophisticated adversaries. Using a risk based approach to
apply cybersecurity standards and practices allows for more comprehensive and
cost effective management of cyber risks than compliance activities alone.

https:/ /www.us-cert.gov/sites/default/files/publications/DHS-Cybersecurity-Questions-for-CEQs.pdf
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