. radware rNrmocy

No.1 in Quality

BREERZHSDDoSHECEDL S [CHAITAAEH ?

(How to Respond to a DDoS Ransom Note)

By Radware -September 10, 2020

X ZDERHE. 202098 10H(CRadwareh &tz Lz 00
(https://blog.radware.com/security/attack-types-and-vectors/2020/09/how-to-respond-to-
a-ddos-ransom-note/ )z t(CHAS RO T 7B B H> b —NR—2v —2F 238
KR BEAGE(CEIER. BB LIZED T,

BHIHEGEDEE. KRASHTUOS—THEH B TCLEIZWTEDET,

BREEERT DIDDoSENEEL TULWET ., CHBM. /\vhH—&ERFHRBVTHER(T
STHD., LR EOV—XR. H—EXTO/\AEF —DRERNERN R EEZITIRO TULE
a_o

SATAELIE. S ROT7(E [Fancy Bear] . [Armada Collectivel . [Lazarus Group| %%
DIEBBEENSDRIGERZEUHEIM U TWEYT, CNEFHFRNRF~>R—>T, APAC.
EMEA. JEKRDERL. RiT. EJNX—ADEZDEFOMBBMN S DBRNIRESNTLET,

® DDoS RE(F. BREERDBEREICHNNINST EDORESWVWDTEREZZ T8N D
D. [DDoS-for-hire | W—ILICKD. WEEFIRY>ZEE oUW DT DT TRHHEICINE
ZRHIRTEDLD(CIRDTULVET . DDoS-for-hire tools are making it easier Z1N(CHERENS
9. DDOSIXE(C LDBNREEREIWEMNRE QD ICBEZEM(TBVNAHFE T, FFCEERD
INNEBERENDIBEICITTDHEFILDELTT,

E(FWZ. DDoS BREBEREDWRE(F. SBANCIE ULVEMITHLL THIFEINZRVNIEDD
a_o


https://blog.radware.com/security/attack-types-and-vectors/2020/09/how-to-respond-to-a-ddos-ransom-note/
https://blog.radware.com/security/attack-types-and-vectors/2020/09/how-to-respond-to-a-ddos-ransom-note/
https://security.radware.com/ddos-threats-attacks/threat-advisories-attack-reports/ddos-for-hire-threat-continues/

D> TENFERWN

DDoS WEEH(CBREZZILND T EE HRLIBRLNILTDOIRA—TZZ(FDulaEEN D D, RIS
FZHIWCEIDIRBEN SR cZR D THEL ZEZFRIET DEDT[EHDFEE A,

IEBESROITE. BREDEREZIND T EZ@BITDIRDIT RIARALTNWET, BERS,
INSDBERITRENZMZTIRIEFRL. BROT LY v —DF TCBREZXIAODTUE
SESRBBEEEY LY MABELT FE] LESELTLWBINETY . oo BREZXZIADS
CLEBCDBROHDEHOER LD, BRODHDITRAENENZA LSE, BULEREFV >
=27zt I DEMEH T EIRDET

You may also like: Keep It Simple: Choosing the Right DDoS Mitigation Strategy (Z M=
BlEHEIDOULET, : 2TFILICITNRE, 1EUL\DDoSPHTHELIEDIEIR)

BREEBRZTHSDDOSKE(CH T DIERMEEDI DL, KRBRICHN T DOHEDEE(ICWLDDHE
ROFBDHEENRNCETT, Z<DOBREEKREZ(E. [Fancy Bear] 12 [Armada Collectivel
REDBEZRIIN—TZZE O TVWEIN, BEICL O TESNET—RABEZ<HNDET, CDOKX
S/ADDOSIE (LS BREERE (L. BHOY—TV MNIESNDZENE L EEBH L. HE
BDOFRDAANMNCHL BICKIAD TNDZ EZBFLTVRRRITT, ERICFHAE LR TE
EEREDZINNZZ ITEND K DICLTLNDD T,

WEBECHSEZILDRBRWVWES DDA, RRICEAWBEENSRZZM > THE T EZFIELR
NWEWDZETT, BEF, WEBNBERZILDECEMDSIREZRZ T —ANHDFH
a_o

AIXDEEELDE. ZDDDoS WE LSS DENEZXIND LT, IL(CEBREEIAD
TUFSWEEBEN VD CLZRBE(CIGR. BODBEZIBESETCLERSI LTI, BORUIC
ROFIN. HEENBREEZIOICENMDNST . REENKIDKRSREHZERUTBE
WEE(CRODCELEVWDST—REHDFT,

You may also like: Why You Should Reconsider DDoS Mitigation from Public Cloud
Providers (F/z. COEHIEHEDHLETS, /\TUvo - OF5TR - JO/)\AF—H5DDDoS
atiilkd=sE g AN S L2z )



https://blog.radware.com/security/ddos/2020/09/keep-it-simple-choosing-the-right-ddos-mitigation-strategy/
https://blog.radware.com/security/ddosattacks/2020/07/why-you-should-reconsider-ddos-mitigation-from-public-cloud-providers/
https://blog.radware.com/security/ddosattacks/2020/07/why-you-should-reconsider-ddos-mitigation-from-public-cloud-providers/

RHEEXD

Z<DiFA. DDoS ELS|ISMIDEAEEREL. AHSNTVDEFA—ILY RLRZER
LT, =5y bC TEENIIC] ESNEKT. INSOEREDREE(F. Ry hDJ—TOtFa U
TAITICEEY DHEERE TR L, HEHADEIERIRALTHDZENZNTT, RR £
<OEREERBEMC(E. COBRZBEFRE(CES XSERIEENTNET,

TDzsh, HEIFIEERE(CT LT DDoS BAEERKREBDBIKRMEE. BREBRENMEEE(TEL)
FEBEDIECDNTIEBN (CHBE I DRENSDET ., Ry NID—DOtFa1 U1 OEEF—
LDEEEA—YDTYR MORRERTEZREL. BETIBREETEDF — AL DINE
THDEZFIPLTH EEFITT,

DDoSENEEREZ (LI DPERIA—F —ZHREL. BEEFEREZREHN DIR(ICETDZLET,
DDoS BEREERENEVVIHZECHMA THEEE U TORERZEZ D ENTE, BEICLDIIUX
DR KIE(CERT D ENTEET,

RBDHEZFI VD

Z< DEBREBRE(C(F. WEEDORENESREDBRBDFITHREMZRITZHC, INRIE/LER]
WEBZITDZENMRRESNTNET,

ZTDIE. INFIRIADDOSHEZRT b5 T+« w IDRBNIRVD, Ry ND—0O0O0J0&FTVIT
BDTENEETY., INSOOJIEE. HlORy hNDO—0F—A TF1UFT0F—LA. ISP,
FLEFOSOREFIVUFTATO)AINF TV IITDIENTEEY,

WEZZTIGACBREZHADRNC EZS ROV (FERLUTWEIN, —ATTOFERIOD
WEDIEMIBROFRITRIGEMZRU. Y=Y hEROTUFOTEENEDL D (CEBINE
MERUTSNTWSEIEEMEN S DF T,

You may also like: 5 Myths About DDoS in 2020] (CDieEEHEIDTI . : 20205MDDD0S
([C DV TDEDDFHEE)

FRREZDIHN' SO TZMS END T, ZENARLNS END T, IWEA S EFRSAVNT &I
FBUTLESV. TSRO TE FRIREODBRNA S D ECENMMDST . FRIRENIN DT
T—=0, TLH—5—EDHEH > 1eh. KORSERMENTONRBN O —RZRTE
FUfe. ZNTE. FFIREBEDIMEZIRT CL(F. BROZFEZ SZH D L TEWNMER(CIZDDT
ER


https://blog.radware.com/security/ddos/2020/03/5-myths-about-ddos-in-2020/

TF21VUF O\ 5 —-CESEHT

URXODFAECHMOEY, Fa1UFTTONAYCBRZESL. WEEBZHETERL
TESOWENDDFT.

tFaUFTr - TONAHICEEITDZLET. BFaUTr - TONNAS(CEmDERZSZ. b
ST« v OZLDIBEBICEERL. RELSUTEMOEF1UT v - ANZXLAZBRSEDIZE
WCEET,

FZEHERD DDoS ROSE>DYV I 1—2 3> 7 EAUTUVRVNEE(F. SHEAZIRTTTIEL)
#=T9 ., dedicated DDoS scrubbing solutions

You may also like: How to Recover from a DDoS Attack (HENHDECLE : DDoSKEHN S DIEl{E
FiE)

EREZRSEN

RBIC, BERODZHRDZEDREREHDDFEFA. DDoSKHE(FEREEREZHFE O TLINESH
[CEAND5T . LWDOTEWPOTLIaEMENHDET, LML, DDoS WE L5 SR DBREEK
2RIV RIZBEREETED. DDoS WE(CH I DBENAMBHEN LD —BRE LR O TETUVE
9, comprehensive protection against DDoS attacks

SEDCDERZEMES(C. DDoS BAHIDIESHDRA N TS OF 4 A BRAINETTI,

1. 7TV —>3>., IP, H—/)\— =5t 5— BFRE, RSN TVBRIRTDERE
DU BNZERT D &

2. REINRZFEEDIANBEIBUEDF. EOBENZVSI>IUFTHILTHD., ER
DIREEVE ST DN ZEIHUE T D &, assess which assets are mission-critical

3. IXEH] WEP, WER(CMZINSHZSRICERUICFIET, DDoS WEMICETEZRE
L. R479 352 &. before, during, after an attack

4. KRR THRBESNIEE(CHIST D076 EiEERZERFD. KXF DDoS iR 4 —(CLD
HAH® DDoS fiilEEA 95 &, dedicated DDoS protections

5. DDoSBHilCEEd ZSLAZIER L. TF1 VT« - TO/\AF—NE(CHRDH DMz 1=y
MU, iR (Cagfb LTV D C &= iER LT <f2& L\, Verify DDoS protection SLAs

BREEREMHSDDOS WE(IEWETIHRRL., BRI(CHISTBIHRENHDEFI ., LHhL. NS
DIHRZENS DWEITI D ET. DDoS WE EWENTHONIEIBEDBRICK I DB %R &
FIRIC KWL DDTI,


https://blog.radware.com/security/ddos/2019/08/how-to-choose-a-cloud-ddos-scrubbing-service/
https://blog.radware.com/security/ddos/2019/11/how-to-recover-from-a-ddos-attack/
https://www.radware.com/products/cloud-ddos-services/
https://blog.radware.com/security/2018/06/8-ddos-protection-questions/
https://blog.radware.com/security/ddos/2019/09/5-steps-to-prepare-for-a-ddos-attack/
https://blog.radware.com/security/2018/05/5-capabilities-ddos-protection/
https://blog.radware.com/security/2018/05/6-must-have-sla-metrics/

i

How to Respond to a DDoS Ransom Note
By Radware -September 10, 2020
https://blog.radware.com/security/attack-types-and-vectors/2020/09/how-to-respond-

to-a-ddos-ransom-note/

BREERZHDDDOSIE(CEDK S (TR IAREH? (How to Respond to a DDoS Ransom
Note)

By Yoshinori Ando Radware - Country Manager,Japan

https://www.linkedin.com/pulse/how-respond-ddos-ransom-yoshinori-
ando/?fbclid=IwARObIJFtI5PZ8UVpDECqGfI-SMmMR62eh5HYItE9ytT4bhk4D4tGPUL1JFGfBC

SEVEDHEEO
KBRS 0O>— Radware=2Ef 8 58

Hm(CBII 28BOEDEEEHOBBVWEDE I A —LANSHHFEZE0)



https://blog.radware.com/security/attack-types-and-vectors/2020/09/how-to-respond-to-a-ddos-ransom-note/
https://blog.radware.com/security/attack-types-and-vectors/2020/09/how-to-respond-to-a-ddos-ransom-note/
https://www.linkedin.com/pulse/how-respond-ddos-ransom-yoshinori-ando/?fbclid=IwAR0bJFtI5PZ8UVpDECqfI-SMmR62eh5HyItE9ytT4bhk4D4tGPUL1JFGfBc
https://www.linkedin.com/pulse/how-respond-ddos-ransom-yoshinori-ando/?fbclid=IwAR0bJFtI5PZ8UVpDECqfI-SMmR62eh5HyItE9ytT4bhk4D4tGPUL1JFGfBc
https://www.terilogy.com/contact/contact/index.html

